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Recent years,the internet has got explosive development,which brings 
the human society,economy,culture infinite opportunity,meanwhile,it 
also brings information security rigorous challenge.People adopt 
ani-virus,firewall,intrusion detection technology etc to assure the 
network security.With the development of network technology,the 
intrusion detection technology has become the necessary component of 
network security architecture. 
Snort intrusion detection system,as a famous open source NIDS,could 
protect system information security effectively,which gets vast research 
and application in industry.The Snort detection engine adopts the simple 
pattern matching strategy.With the increase of net-band and rule-set,the 
detection load of Snort is becoming heavier;therefore,it is possible that 
Snort may neglect some severe attacks.So it is crucial to design high 
efficient pattern matching algorithm for intrusion detection system. 
   The main works of this paper include the following three parts: 
   1、 Based on introducing Intrusion Detection System，the paper get 
through a deep research on Network Intrusion Detection System named 
Snort．Through analyzing modules of the Snort’S architecture，working 
flow and rules，the paper points out the performance bottleneck of the 
Snort 
2、Based on which the paper gives out the methods to improve snort ’s 
performance：First，the technology of the improved packet capture， 
which can improve the performance of packet capture by using Memory 
mapping，NAPI; Second，Third，the technology of optimization rules，which 
can improve the speed of matching rules by creating efficient rule 
sets;Third, a dynamic Cache strategy is put forward，in which the recent 
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Set threshold to ignore the statistical connection between the packet. 
   3、 Unified actually proposed a Snort system model application plan 
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（server message block）探测、操作系统指纹探测企图等。Snort 可以运行于
Linux/Unix 系列，Windows 等操作系统，具有良好的跨平台性，并提供丰富的报
警机制。Snort 遵循 GPL(general public license)，所以任何企业、个人、组织都可
以免费使用它作为自己的网络入侵检测系统。Snort 整体设计编码简洁明了,攻击
检测规则集已成一定规模，它的规则集已经被很多其他开放源码 IDS 项目所兼





















基于 Snort 的入侵检测系统的研究与应用 

















第二章介绍了入侵检测系统的基本原理，对 IDS 进行了分类，对 IDS 的发展
趋势进行了展望。 
第三章给出了基于 Snort 的入侵检测系统的分析，分析了 Snort 的特性，给
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